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Defendast Stephen Jin-Woo Kim is charged by indictment with one count of
unauthorized disclosure of national defense information in violation of 18 17 S.C. § 793(d), and
onc count of making false statements in vielation of 18 U.S.C. § 1001(a)(2). Presently before e
ocuments).’ Upon consideration of the plcadings:2 the relevant lezal authoritics. and the record
as a whole, the Defondant’s First Motion to Compel is GRANTPTY IN PART ond DERIED IV
PAﬁT as set forh below. To the extent necessary and relevant. the Coust supplements the
reasoning set forth in this Memorandum Opinion in the memorandum apinior resolving the
Government’s ex parte motions for a protective order. Proccdurally, the Coust addresses the
Defendant’s and the Government’s motiors scparately, but the decisiens regarding cach puty’s

respective maodions are consistont,

The Court addresscs the Defendant’s Second, Third. and Fourth Matinns to Coripel
under separate cover,

2 Pefos Firet Mo , ECT No. [98-1]; Gov’t’s Omnibus Op='n (“Gov't's Opp’n™), ECF
No. [99]; Def.’s Qunnibus Reply (“Def.’s Reply™), FCT No. {101
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I. BACKGROUND

A “actual Backoround

? Tor purposes of this motion, the Court citcs to the Government’s factua! background
for relevant and undisputed background information.

* ‘The report s also referred to s [N & -

rarties. See Def’s § x. Vat 1.

»

o
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At or abeut 3:16 PM that same day, James Rusen, a Fox News reporfer warking out of
the State Department headcuarters, published an article entitled “North Korea Intends to Match

U.N. Resolution -vith New Nuclear Test.” Gov’t’s Opp’n a1 8; Def.’s 1'v 2 (Roser Article).

In June 2009, th: Defendant was detailed from the Lawrcnce Livenmore National

Laboratary to the State Department’s Burean of Verification, Compliance. and Implementation
(“VCI™. Gov’t's Opp'n at 11, As part of his detail. the Defendant served as the Scnior Advisor
for Intelligence to the Assistant Secrctary of State for VCI. Id. Based on cvidence detailed in
the Government’s Opposition, the Gevernment cortends the Defendant disclosed the contents of
the -rcport to Mr. Rosen. /d. at 9-25. The Government obtained an indictment
agéinst the Defendant for unautherized disclosurs of national defense information, and one count
of making falee statemerts in connection with the Defendant’s statements to the FBI during its

investigation of the alleged leak.

Unleee otheryies indicated. all -cfcrences 1o the “Defendant’s Motion” or the
“Defendant’s 17:thibits” refer 10 the Defendant’s First Metion to Compeel and related exhibits.
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B. Afciion Practice

On Sgperrber 7. 2012, the Government filed its First x Parer Motinn for a Protective
Order Pursuant to CIPA § 4 and T'ederal Rule of Cririnal Procedure 16(d)(1), vhich secks
austher’zation under sertion 4 of the Classified Information Procedures Act (“('TPA”), 18 US.C.
App. 3 § 4, and Federal Rule »° Criminal Procedure 16(d)(1) for the redactions. <ubstitutions,
and withholdinos during discave ' See generally Gov't's First Ex Parte Mat., ECF Na. [81].
‘The Court permiited the Defendant to provide an ex porte < mics'on to the Courl detailing, to
the extent the Drfondant decmed approoriate, his anticipated defenscs at trial, for the Court’s
consideratian in resolving the Government’s ex parte ~ation. Def’s Fx Paric Mem Conzerning
the Theory of the Nefense, ECT No. [96], The Government has sinve filed two additional ex
parte motions for pretcative ordes<. the latte~ of which also serves as an ex parfe zddendwn to its
Oppositicn to the Dafendant’s four =ntions to compel and attachesd “mredacted versions of some
of the decuments at ‘szuz in the Defondort’s motion to compel. The Court re_nested unredacted
copies of additirral documen's at iccue in the Defendant’s motini. which the Government
provided on a read and return basis. The Court considered each of thess suhmirsions in addition
to the partizs’ briefs in resolving the Defendant’s motion to compel.

{1. LEGAL STANDARD

Pursuant 1o Federa! Rule of Criminal Procedure 16(e), “[ulp-n a defendant’s request, the
government must pomit e deferdant ‘o uspect nnd o copy™ any “fem that is within the
Government’s “possersion. cuifady, or control,” and is “material to rreparing the defense.” Fed.
R. Cr. P. 16(e). The Government must disclese information sought under this rule “only if such
evidense cnables the defendant significantly to alter the quantia of proof in his favor.” United

Statcs v. Marshall, 152 F.3d 63, 67 (D . Cir. 1998) (citation omitted).
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A rmove mrinpent. three-part test arolies where the Defandnrnt secks classificd infoa
from the Governmond. First, Le Defordant ont show that the fo-manio- sought “crassjec] the
low hurdle ~“relevanc: 7 UUnited Srates v. Yunis, 867 F.2d 617, 623 5.C, Cir. 1989). Second,
the Court “should determine if tha assertion of privilege v the everment is at least a colorable
one” fd Finallv, 1> Defendant must show 1ha; the infor—"*i~n »eusht Mis at 'tast *helpful o
the defensz of [the] accused.””  Jd (quoting Roviary v, United Siar s, 353 WS, 53, 60-61
(1957)). “Tiis standard applies w*th o5al force to portially clazeified docum < A6 Odah v,

United States, 559 F.3d 539, 544 (1.C. Cir. 2009) (citing United St2ec v, Rezan, 134 F3d 1121,

1142 (D.C. Cir. 1998)).

The D-fondart furth=r mo- 5 1o compe! pwrsuant to Brady v. Masvland  “Drady and its

i
progeny hold that dve prozcrs rooui=es the disclosure of infermation that is “favarable to the
accused, cither e auve s o culpatory, or because it is impeaching’ of a ) overnment witness.”

United Stacc< v. Mcjia, 448 F.3¢ 436, 436 -+ C. Cir. 2006) (qu~ting Strickler v. Greene, 527

U.S. 263.

(V)

281-82 (1999)). “While Rrody informotion is plainlv subsumed within the larger
H

categnry o irfornation that is ‘at least helpful” to the defendant. "nfarmatien can be helpful

without being ‘Caverable’ in the Bredi sznse™ Jd Accordingly, ‘b Defendant’s request for

exculpator infrmatien under Brrdy is ~obsumed witkin the Ceurt’s analveis of whether

requested inforr-ation voould be useful 1o the defense,

IT1. DISCUSSION

For easc of reforence, the Court addresees the T eferdant’s sprcific requesis as outlined in
the Proposed Order subsrittod with his moti~a. The Court also relizs ~n the Proposed Order and
the Detendant’s June 220 2012 d'acavery letter to define the =cope of documents sought by the

Defendant within the categories idertified in goneral to—miz ir the Defndint’s motion.

N
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A Intelligence Re-orts

Initiaily, the D>fandant steks “any intelligence reports created between April 1, 2009,

and June 11. 2009,” whi~k discuss anyv of eleven *apizs. Deofl’s Mot & 6. e tapics can be

grouped into five general catogories:

The Government indicates that it has produced all classificd documents containing the

same intelligence information as that found in the (I report. including —
N o' Opp's st 32
33. The Governiment also represents that. without conceding the relevance of any such materials,
cd for and produced all materials responsive to the Defendant’s request for “any

it has scarch

additior.al intellipence reports concerning any of the specific topics discussed in the Rosen

arﬁcle, namely

Id at 33 (quoting Def.’s Mot. at 8).
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The Defendant arcues that the Government is obliged o disclose a broader universe of
intellipence reners hoeanuse “falny ovidence the Rosen article was based on inrelligence reports
other than the ||| <port is (1 exculyatory” insofar as “the government has not alleged
that Mr. Kim isclosed the contents of ary intelligence repart other than the —
report].” Det’s Mot at 7. The ~-nblem witk this argument is that the Dcefeadsnt requests a
broad range of decumers, far beyond just documents that could hzve se=ved ac the basis for the
Rosen article. The Defendant failed to articulate how the Rosen article could have heen based on
the intelligen: ¢ repanis the Defradant seeks to compel, or any combination therert, but were not

captured by the searches conducted by the Government (discussed above). This shortcoming is

particularly <iriking with respect to the Defendant’s request for reports pre-dating

—are relevant to the subject matter of this case as a

general nrincirle, such reports would not be he’pfil ‘o the defense shsent some tink within the

The Defendant’s request for any reports rcgarding-

— as a gencral matter—particularly if drafted and

produced prior to—»ﬁ)‘s nothing mere than a fishing expedition.

Admittcdlv, the Defendant is scmewhat Emited in his ability to establish the relevance of
documents he does not possess. But the Defendant did not even a%empt to articulate how the

requested information would be helpful to the defense in showing a'ternative source documents

for the Roscn article unless the ~~port connects that information to —

7
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intelligence repo~ “hat would be helpfil to the Nefendant &or the reason cited ir his motion
would izt ¢ been captured by searchzs presiously performed by the Government. Therefore, the
Defendant’s motion to comrel additional intelligence reports as defined in the Proposed Order is
dented.

B. June 11, 2009 Russel I el

The Defendan’s semend request concems 2 cmail sent by Taniel Russe!, the National
Security Council Dizetor for Japan and Koran, at 8:59 AM on june 11, 2009. The Government
produced a ~cdacted ve-sion of Mr. Rassel’s email to the Deferndant. The unredacted portion of

the cmail produced to the Defendart states that

Def's Ex. 3
(6/11/00 Ruscel emzil). The Defent~ir reguests an unredacted copy of the email as well as “any
intellipence repem= ~+ other material relied upon or reviewed by 1'ussel (or anyone working at
his- dircction) to identity a-+ discuss the _
Proposed Order § 2.

The Defendant argues that the Russel email and underlving documents are relevant and

helpful ‘o the defease because the email explicitly refers to —
— Def.’s Mot. at 9. The Government provided

the Court with an unredacted copy of the Russe] email and the underlying source material.®
Upon review of the unreds=+od email and underlying source material referericed in the text of the

email. the Court finds tha* the infoomation redacted from the Russel email and the underlying

The urredacted email was included as an attachment to the Government’s Third Fx
Parte Motion for a Protective Order. At the Court’s request, the Government provided the
underlying source ma‘erial to the Cour’ to review in camera o: a read snd return bas's.
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source matcrial does n~t meet the threshold relevance requirement for production under Rule
16(¢), »21in anv event, is not hel;- %11 to the defense and therefore reed not be disclosed.

The Defondant further arcues that the Russel 2imail and related documents are helfisl to
the defense in robutting the Government’s claim that the information purported'y disclosed to
Mr. Resen was “UmOrration re'~t=g 1o nadonal defense,” as required bty 18 U.S.C. § 793(d).
The Court addresses the Deferdant’s corsnction of this element & lenath in the Memorandum
Opinion “cpaiding the Dafendar?’s Third Motion to Compel.  For purposes of this motion,
suffice it to say that ever if the Defendant’s interpretation of the statute is correct (which it is
not), the tunredacted Russel email and underlying docurm ents would rot be relevant and liclpful to

the defense.

The Deferwlant draws two inferences from the Russel email.  First, in light of the

statcment that

* Def’s Ex. 3, the
Defendant arcues that the omadl v mest~ “there was nothing particul.uly surprising or damaging
about the information allegedly disclosed to Mr. Rosen.” isef’s Mot. at 10. The text of the

email the Defendant refors 1o does not support such a leap of logic; the fact that Russce! or others

within the intetigence comunxicy |
—docs not mean that public disclosure —would not be

damaging to the Unitad Statc s or helpful to a forsign countv. Regardless, nothing in the redacted
portior. of the Russel ¢rnail or the underlying source material is relevant or helpful to the
Defendant in evidencing this theorv of the defense. therefore this is not & hasis for campelling

the Government to produce to the Diefendant an unredacted copy of the cmail and source

material.

9
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Secand. the Tefendant notes that later in the email, Mr. Rursel refers to —

Def.’s Fix. 3. The Defendant argues that this plirase implies that

Def's Mot o1 10, There <re several flowe in this orgement  Inidally. ‘he Deferdant offers no

authoritv for the pranosition that intelligoncs rr;:,arding—is not “information

relating to the nationel Jefense” & purposes of section 793(d). M reaver, there is nothing to

supgest that the phrase—as used by Mr. Russel in this email actually means

— as the Defendant claims. To the contrary, in the very first paragraph,

_ Def.’s 1x. 3 (emphasis added). Ultimately, neither the redacted text of the email nor
the underlying source material is relevant or helpful to this interprztation of the Russel email,
therefore, the Goveornment need not produce unredacted copics of these documents to the
Defendant,

C June 11, 2009 Bader Zn:cil

Third, the Defendant moves 1o compel the Government to protuce an unredacted copy of
Jeffrey Bader's Jure 11, 2009 reply to the June 11 Russe] email, “2s well as any intelligence

reports or othe: mutorial relied upon or reviewed by Bader (or anyonc working at his direction)

to identify and discuss the —’ Proposed Order § 3.

The Governmernt submitte? an unredacted version of the Bader cmail to the Court for review.’

Upon review of the cmail. the Court finds the redacted information is irrelevant. Moreover, there
is nothing in the redacted pertion of the email to suggest that in drafting the email Mr. Bader (or

7 N - -
See Avtachm-nt to Gov’'s Third FEx Parze Mot
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anvone werking 1t his dircction) revicwed any underlying materials that swould bhe helpful to the
defeniee Therefore thy Defendant’s third request is denied.
o, R i
The Defendant’s fourth request concerns (wo emails sent on —
_and rrovided in redact~d form to the Defendant, —quoted a message
conveyed 10-'cgard?ng
_ Dafs T 7 | 2t i The moss: ge indicated that

fd  The Defendant sccks an order compelling the Government to produce: (1) “[alny email

describin

(2) a list of al)

recipients of‘*he—cmai]; (3) an unredacted copy of the|j NN ceil: and (4) 2
list of ali recipientx of thc_email, Proposed Order § 4. The Covemment

provided the Court with urredacted copies of both emails.® In his motian, the Defendant asserts

that the -email is unclassified and thus not subject to the hcightened relevance standard
under Yunis. It is not clear from the face of the_cmail or the Government's opposition
whether the message is classificd. The Court need not resolve this issuc because under cither
Rulc 16(e) or the Yunis standard, the Government would be required 1o producc a redacted

version of the | cmail to the Defendant.

¥ Sec Atachment to Gov't's Third Ex Parte Mot.

i
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Based on the Cour’s reviewr of both emails, the Court {inds the information redacted
fr(m;z thc—nmail is not relevant. and is certainly et helpful 1o the defense. 'The
Court agrees with the Defendart that insofar as rortions of thc- email were quoled
verbatim in the unredncied portions of - emazil, there = no apparent justification for the

Government to withhold the -cmail in toto. Thercfore. the Government must produce

the —cn:ail referenced in the —cmail to the Defendant.
Afler reviewins the -cmnii. the Court finds the tcut of the- email that was no?
quoted in the [ NN - ail is -~ material to the preparatinn of the defensc as required

by Rule 16(e) and thus need not he produced. To the extont anv nortion of the email is also

classified, the Court finds the text not cuoted in the || NN 2! is neither

relevan( nor helpful (o the defonse. Therefore, the Government may redact the portions of the

C J——— -

With respact to the Defendans request frroa list of recipients of cach cmail, the

Defendant argues that ‘he threatened actions listed in the - email arc -
I . . trc rcipient

list would ref'eat othor potential leakers of the informatior contained in the Rosen report. Defl’s

Mot at 12, 13.

and the Roson attizle. As a threshold matter,

or the Rosen article. Th

12
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Ultimately, a pereorn that received an email detailing

without more, a “potential
leaker.™ On the present record, the Conirt cannot say that a list of recipicnts of either email would
be helpful 1o the Acfense,

However. the Government did not dispute the Defendant’s claim that the wide

is helpful ‘o the dofense’s claim that the Defendant did not have rcasnn to helieve that the
disclosure 10 Rosen of_could be used to the injury of the United States or to the
advantage of a foreign nation. The-cfore, the Court shall require the Government to disclose to
the -defense the total number of individuals that reccived the [l cmail. and the total
numkber of individuc!s that received the —email. In sum. the Defendant’s request
for an unredacted cory of the —cmail and for a list of the recipicnts of thc-
cmail and the —is denied. The Government shall provide the Defendant with

a redacted copy of thc_ cmail, and shall disclose the 1otal number of recipients of the
_cmaﬂs. respectively.

K. 7 81 Materials Concerning Daniel Russel

Fifth, the Defendant moves to compel the Government to produce unredacted copies of
the I'BI 302 and corresponding FBI Special Agent’s notes for the August 11, 2009 irterview of

Danic! Russel. 17~ Government submitied uaredacted copies of both documents to the Court ex
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parte’  Upsn review of tic documents, the Court finds that the information redacted from
paragrarh five of the FBI 302 is ot relovant. Muéh of the information redacted in the FBI
Special Agent’s noites is likewise irrelevant. None of the redacted information in cither
document suyecsts the existence of another source document for the Rosen article, nor is it
otherwise helpful to the defense, and therefore need not be disclosed to the Defendant.

¢ Repors o I

Sixth, the Drfendant requosts a cony of the report !"mm—
referred m—imervicw. The Defendant has received the

information referrel ta by—during his interview, making *tis request maot.

¢ | - F¢iot+d Docirmers
Next, ' the Defendant secks a copy of —circulatcd by an email frcm—

at 2:41 P on June 11, 2009, as well as rotated documents. The Govermirent has produced to

the Dcf?ndmﬂ_:’mm 12:16 PM, but asserts that the 2:41 PM email and related

at 38; sce also id (“Tihe body of the cmail

does not discuss its contents), The

Court reviewed the 2:41 PM cmail and attachment in camara. The >maitl does not attach a

“longer” version of the 12:16 PM | 25 suszested by the T31 302 for N s uly
12, 2012 interview: Def’s Ex. 14 at 2. As the Government indicated, the cmail rcferences the
— renert but neither that reference nor the remainder of the email is relevant or

helpful to the defense.

% Ser Attachment to Viov’ts Third Ex Parte Mot.

" The Defendant withdrew his request for intelligence reports identified by -
and additional matcrials related to that emplovee’s ¢fforts to idemtifv
source documents fa- the Roscr Article, Proposed Order 4 7-8. Gov’Cs Opp’n at 37 n.16.
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Morcaover. nothing in either document is relevant or heipful to the issue of

Def’s Mot at 21-22 & n.14. The

Court takes no position as to the apnrepriate “cut-aff time for discovery in this matter, but after

viewing the r cumente at jseue. the Court concludes that the information sought in this request is
not discoverable. The Court shall raise one issve regarding the 241 PM email rx parte with the
Governmen! th7. depending on the Gnvcmmc:n?’s response, may lead the Cowrt te revisit this
issue,

Ho June 12,2009 N Ernai?

During his luly 12, 2012 interview with the FBI, _providcd the FBI witha

copy of a June 12. 2009 email, which is described as

Def.’s Ex. 14 {FBI 302) at 2. The Defendant
argues thc-email is helpful to the defense hecause “it discusces the relationship hetween
the infsrmation contained in the Rowen article and the iniformation contained in -
and “supports the defense’s theor that the Ruson asticle may have been based on [other]
documents. including-“ Def.'s Mot. at 24. Afier reviewing the June 12, 2009
email, the Court finds that on its face the cmail is not helpful to the Tefendant in evidencing this
theorv of the daferse. Tlowever, the Court shall inquire of the Government as 0 onc issued
raised by the Courl’s in conera review of the email, which may Jead the Court {0 revisit this

issue denending wron the Government's response.
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R 7 .oiicaion
During his July 12, 2012 interview, _a]so produced to the FBT a -

Def’s Txe 14 at 2. Tewving not see~ the document, the Defendant offers a number of theories
regarding how the do~ument might be helpful 1o the defense desnite post-dating the Rosen
article. including that it might have “dcbunked the intelligenre contained in the —
report.” or that it +he TR publicaion was being dratted before the Rosen article was published,

it could be a potential source documert for the disclosure to Mr. Rosen. Defl’s Mot. at 24-25.
The Grvernment »»sponds by stating that the document did net discuss the issues mentioned in
the Defendant’s motion, Gov’t’s Opp’n at 39. Upon review of the - publication in camera
the Court finds the publication is not helpful to the Defendant and therefore is not discoverable.

J. Other Documents
The Defendant secks two intellicence reports, identified as— and
I < and document control

officer. identificd the first report as a possible source document for the leak when interviewed by
the FBI on August 28, 2009. Defl’s Tix. 17 (8/28/09 FBI-302) at 2. During a subsequent
interview in March 2011, —siated that she mistakenly referred to the report, but meant
to refer'to the MMM -cpor. Ders 1x. 18 37211 ¥B1-302). [
identified the sccond 1zport as a potential source document in reeponse to an invesligative
questionnaire. Def’s T, 19 (1711710 Investicative Questionnaire) at 5. Nearly two vears later,
the FBI interviewed — at which time he indicated he must have confused certain

information in the rcport cading hin to list it as a potential source document. Id at 2. After

revicwing maz—rcport,—indicatcd he believed the -mport was

¥ 16

Mt AT m) g T MR LA PN AT



the source dasument far the Rosen article. Jd The Court reviewed bath reports in camera and
findz thal neither documci* is a possible source document or the Rosen article. nor are the
documents otherwise relevent or helpfil to the defense. Accordingly, the Government need not
nroducc— to the Dcferdant,

K Ewgit Secrelicy

Finally, the Defendan! “radly sceks “[ajny emails sent or received during the period
June 10 ¢ June 11, 2009, in which any sovernment employees and/or eontractors wha aceessed
the - prior to pubiication of the Roser article discusted zny of the topics addressed in the
Roser article.” Propeced Order § 14, The Defendant’s discovery correspordence indicates he
has requested that the Government search for emails regarding the sleven topics at issuc in the
Defendant’s request for additional intellipence reporis. as well as cny emails discussing “|tthe
sonree of the allc ~ad disclazure of th2 information contained in the irtellicence reparts at issue in
this case,” “[tjhe rctationshir, if anv, hotween the alleged disclosure of information in the June

11 Rosen article 14 any prior leak of “irtellirence related to North Korea,”™ and “{tjhe cffect, if
any, of the alleged disclosure of information in the June 11 Rosen article on national security.”
6/22/12 Ltr A. Lowe!] to J. Malis,

The Governmen® indicates it roviewed the emaiis of the individuals who accessed the
-rcpon during tha: time frame, and produced all “discoverable” ematis. Gov't's
Opp’nat 41, The Dofecdant argues this response is insufficient, suggesting that the Government
failed 10 produce emails (1) “in which - analysts comment on the content of the
— report or discuss the reliability of the informafion contained therein,” (2)
“discussing the alleged significance of the —ycponl,” or (3) “in which one employee

or contractor instructed anothicr employee or contractor to view the reprrt.” Def’s Mot, at 30,

ir
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The Governmen! iderifias cmails produced to the Defendant that the Government suggests fall
into cach of thosc three catepnries. Gov’t’s Opp'n at 41, The Court notes that the Government
objects to the discoverability of cmails discussing —
— report, sxcept to the extent such emails are separately relevant, among other things,
to “identify oth.r potontial sovree ¢ uments or other individuals who may have had access to
]thc— report].” Id. at 4] n.18. Ultimately, the Court is unable to determine from the
Govermment’s resporse whoiher it nas performed emzil searches o the relevant individuals
regarding all “ouiteen topics idertified in the Defendant’s original discovery request.  See
Gov't's Opp’n at 42 (i Wlithout conceding that the United States was required to do so, the
Government has already conducted a broad search through povernment employee and contractor
ermail for potentially dscoverahle email.”). Therefore, prior to the Tune 4, 2013 status hearing if
possible, but in ans cent by no later than June 6, 2013, the Government shall indicate which, if
anv. of the foucen tapics the Government has ot included in its searches, and articulate why
such emails ~ould not be he!lpful to the defense.

V. CONCLUSION

The Dcfendent has made a sufficient showing as to the _email.
as well as the total number of recipients of the ||| GGEEEGEGR -

emails. Mareover, the Court shali reauire the Gevernment to suprlement its responsc to the

Defendant’s regiest fr emails fror individuals whe viewed ﬂzc_ repott. The Court
shall alsv raise two discrete issues with the Government «» parto that may lead the Court to
revisit the holdings with rcapect to the June 11 and June 12, 2009 — emails.
However, on the nresent record, the Court finds the Defendant has failed to show that the
remmainder of the classificd information sought in his first motinn ‘o compel is relevant and

helpful to the defense. Accordinglv, the Defendant’s [98-1] First Motion to Compel Discovery
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{Regarding Additional Source Documents) is GRANTED IN PART and DENIED IN PART. An

approvriate Qrdor accomparies this Memorandum Opinion.

/s/ e
COLLFENKOI LARKOTFILY
UMNITEFD STATES DISTRICT JIDGE
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